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To,
All Alternative Investment Funds (AlFs)

All Bankers to an Issue (BTI) and Self-Certified
Syndicate Banks (SCSBs)

All Clearing Corporations
All Collective Investment Schemes (CIS)

All Credit Rating Agencies (CRAs)
All Custodians

All Debenture Trustees (DTs)

All Depositories

All Designated Depository Participants (DDPs)

All Depository Participants through
Depositories
All Investment Advisors (IAs) / Research

Analysts (RAs)

All KYC Registration Agencies (KRAs)

All Merchant Bankers (MBs)

All Mutual Funds (MFs)/ Asset Management
Companies (AMCs)

All Portfolio Managers

All Registrar to an Issue and Share Transfer
Agents (RTAs)

All Stock Brokers through Exchanges
All Stock Exchanges
All Venture Capital Funds (VCFs)

BSE Limited (Investment Adviser
Administration and supervisory body IAASB)

BSE Limited (Research Analysts Administration
and supervisory body-RAASB)
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ARlCH/AGIET,

-G B O L 1 L L O B | X
(mrzex sRrde Rotfésr oéen) & @@
FRR GE & HT8R AEHRT 3 $t
SHIEUT hldAl

1. R TR (FegRés arhe) # Tl
o7 WE I ¥ 30 | 9@r T &,
0% WY-UTY HE gHel I gt
#r drere off sedr o W ¥ 3R s
37o19T YA 31T So7 T3 il 3T
T R S ET ¥ | 3§ @ Uar @
W} TR & TFT T{d Auea 3k =R
SR & Fadr SgaET # gIET & 3N
Tl Y & 32T TG I8 §
I e Fr gzt fr qqF e &
AT SR & &F ST, dTfeh STl IoIg
¥ g1 Hebol ATl JHAA T HA fohar o
T IR Ay & g & e ¥ 3k
&1 3A1H fohw 37 T |

2. @ A UBS ¥ & HLUHHLIRTE. &
T & Annexure-O (B: Guidelines on
Handling Cybersecurity Incidents) #
AT gHAT $r T3t i ATHRT o
F ey #§ fanfader sy frw gv g,
Seeh @R @@t & fafaaws
(FeIedl) aR # 3771 arelr @it viefeat
& fow 7 sfeard fem gam & fF 3
TEIR gHAT P GEATHT A ATTHRT 6
g & MW W OTRAT W
mkt_incidents@sebi.gov.in 3T @ &
24 Hel & AR T & S Rofar
e’ W |

IS H. 2 (FeT TS5 4)

. SEBI has

Sir/ Madam,
fawa: gEay gHe & gearst @ seery  Subject:  Alignment  of

SEBI's Cyber
Incident Reporting Portal with
FIRE format

1. With the rapid pace of technological

developments in securities market, the
frequency and sophistication of cyber
incidents are also on the rise. To
proactively address these evolving
threats and ensure the security of
securities market ecosystem, prompt
reporting of these incidents are crucial
the attack,

mitigation measures and strengthen

to contain implement

defences.

already  prescribed

guidelines for reporting of cyber

incidents under Annexure-O (B:

Guidelines on Handling
Cybersecurity Incidents) of CSCRF
framework, = mandating that all
regulated entities report cyber incident
through mkt _incidents@sebi.gov.in
within 6 hours and SEBI Incident

Reporting Portal within 24 hours.
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#r ufshar & 3R IR TS F 3T
T, AN F U Sfse Nuifder oo &
TJEd BRR  WiHC [N BESREe
wfaferd a8 (ve.rw.dn) gEnr fauifa
forar 3] & AR AT & H
IaTAT A & & | 3F WiHC & dgd
STFRRY o7 Fr =aTer AR 98 & T
¢, FiH 37T TH & oW Hles W AT
£ T & ol afme? e &
2 & 3R TR gHAT HT gearyt i
SRR g o awg & S of 3w
38% v Fo a9 uiia #= fGw o
¥ oo & 39 379 geftewor o ey
B I | I FE W Ul Tl AIeaT
f& @Rt gael A veard FEl-aEl g5
M ReRew a3 g8, A I B
R SR Tk F H ST T

. 3H Uit W WIS FHAT I TTATHT HT
SATRRT 3T & TR I ool geit | Th
ar S 30T gHY, 59 gAY hdr asae
gH S gear B e Ao ik fee
38 d1¢ 3H W HET S4-51d $O 8l de-
g off AP T HLEr gl 3R aw
d% G ad @ g S9 deh 3TT
g o [doa AT | IE g sEfavw
& ST W@ § FIfH TER gH HT gear
1 5w AT w9 Fedr &, 39 gag
TE FT gg W Tl Tl B |

. 7 ¥ Rffass (Egeed) e # 3=
gl Rt s Pr T awsrg & @
ST §HAT ST T3 I ATThr Tar
& ‘gz 3fade Raifeer o & s
(https://siportal.sebi.gov.in WX STt
) & | a4 & Rfaaws (Egeed)
g # e g uRefedt & v Ig

IS E. 3 (T TS5 4)

3. TEeX gHe Fr gearst & J=wy &7 3. In order to streamline the reporting of

cyber incidents, SEBI has aligned its
Incident Reporting Portal with “Format
for Incident Reporting Exchange
(FIRE)”
Financial Stability Board (FSB). FIRE
enables a structured incident reporting

Framework developed by

by defining common information fields,
standardized definitions, and
consistent classification of incident
attributes promoting harmonisation

across sectors or jurisdictions.

. The portal will facilitate reporting of

incidents in stages to reflect incident
life cycle from initial reporting to
intermediate updates and final closure,
while acknowledging that certain
information may not be available at the

time of initial reporting.

. Regulated Entities (REs) shall report

cyber incidents through the Cyber
Incident Reporting Portal of SEBI
which can be accessed by logging into

https://siportal.sebi.gov.in. Regulated

Entities are required to take necessary
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S ¢ R 3 3§ oRum (@FeR) F
UITTET T 3 HST H ol & foIT &7 SI™r
TGEAT N | 3P o, TA™T I9-
arer, et sk Rfeeat (),
afg FIS &, # I dearg off fhe S

. 39 9RUT (FHeR) & WU-HT A F
S aRTEl (FHe) W [Ed wEe
geT AR RN FFel ¥ fAuea @
&THAT & o & ey A IRy fRv I
afteT sft enfae ] 3R @& g@Enr s |
# THI-EAT | U I g 393 W
off 39T 7k foRar AT |

. T8 IRET (FHeR) ARAT uicegfa 3R
RfaE a1 sfafmga, 1992 (@ vae,
1992) & arr 11(1) [¢F Fegfié=
AThe # A9 R arel [Faerenr & Bar
W W AR FEgREs Ae &
o @1 seET & 3R 3w RfFada
(FIeIe) N § FAAT 8] & d6d Tald
@rvléalﬁ?ﬁrmrqznﬂmﬁgvaﬁ
R ST @I & |

. TE IRTT TEFH TR H A<l & I 8.

T ST @ e |

. oRwes @& & dmwse 9

(www.sebi.gov.in) W I oMWl &
3T foam g3 &: “Hiefel g - aRu”
I

IS5 H. 4 (FT T 4)

steps to put in place systems for
implementation of the circular,
including necessary amendments to
the relevant bye-laws, rules and

regulations, if any.

. This circular should be read in

conjunction with the applicable SEBI
circulars (including but not limited to
Cybersecurity and Cyber Resilience
framework) and any subsequent
updates issued by SEBI from time to

time.

. This circular is issued in exercise of

powers conferred under Section 11 (1)
of the Securities and Exchange Board
of India Act, 1992, to protect the
interests of investors in securities and
to promote the development of, and to

regulate the securities market.

The circular is issued with the approval
of competent authority.
This circular is available on SEBI

website at www.sebi.gov.in under the

category: ‘Legal — Circulars’.

sradiaT Yours Faithfully,
AAGT TT Mamata Roy

3T AEVaUF Deputy General Manager

I / Phone: 022-26449599
Ao /| Email: mamtar@sebi.gov.in
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