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NOTIFICATION

Mer. In 2xercize of the powers conferred by sub-section {130f 177 read with sub-
section (c) of T3 of the Electricity Act, 2003 (Mo, 36 of 20037, the Central Electricity Authority
hereby makes the following regulations for Measures relating to Cyber Security in Power
Secior, namely: -

Chapter-1
Scope and Definitions
I, Short title and Commencement - {1) These regulations may be called the Central
Electricity Authority (Cyber Security in Power Sactor) Regulations, 2023,
(2] They shall come into force six 08) calendar months from the date of their
publication in the OMcinl Grrette,
Provided that the Regulations 8(2), 817, 8(26), 832}, 92} and %7} shall come into
force on such dates, as may be specified by the Authority theough separate ordess,

2, Scope and Extent of Applicability - (1) These Regulations shall apply to:
(a) all the Entities, which own, operate, or manage Operational Technology (OT)
infrastructure associated with the Power System and their Information Technology
(ITy mfrastructure that s physically or logically connecied to swch OT
infrastructure, for their exsting as well as upcoming infrastruciure.
(b} Power Exchanpes and Over the Counter Platforms, except Regulations 9, 16 and
i7

(2) Vendorshall comply with the Regulation 16 and Regulation |7 of these regulations,
ns npplicable.

Lo Deefimitions - {a) [ these regulations, unless the conlexl otherwise requires, -
(1% Act: means the Elecirseity Act, 2003 and amendmeant(s) thereaf
(2} Business Confinaity Plan: means documented procedures that geide an
organization o maintain o defined level of continued buginess aperations
(3} Chief Information Security Officer: means the designated emplovee of sentor
management level of an Entity, having knowledge of cyber secusity and matters related
theread, responsilide for evber security efforts and initiatives,
4y CISD - MoP; means Cheef Information Security Dificer of Minisiry of Power
designated by the Government of India.
(¥} Computer Secarity Incident Response Team - Power: means an organization
established by the Ministry of Power as an extended arm of Indian Computer Emergency
Response Team (CERT-In) for coordinating, reporting and responding (o cvber secunty
incidents in power sactor
(6} Critbcal 1T System: means Information Technology ([T) svstemis) of an
organization whose unavailability or degradation would adversely impact its business
operations,
(7T} Critical OT System: means Operational Technelogy (OT) systemis) of an
organization whose unavailability or degradation would adversely impact its business
operations,
(R} Critical System: means critical Operational Technology (0T systemis) or critical
IT systemis) or bath, including Critical Information [nfrastruciure, as applicable, of an
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{9 Critical Information Infrastructure: means Crbical Information Infrastructurg
a5 defined in explanation of sub-section (1) of Section 70 of the IT Act, 200

{100 Cyber Asset: means the programmable electronic device(s), with or without
computing capabilities, including its hondware, software, sub-components and data
theraof that are connected over o netwaork.

{11} Cyber Assel Register: means a record that contaim list of all cyber asseis and
description thereof.

{12) Cyber Crisis Management Plan: means cyber crisis management plan as defined
in section 2(1) of the Information Technology (Information Securily Practices and
Procedures for Protected System) Rules, 2008,

{13} Cyber Resilience: imeans the ability to anticipate, withstand. recover from, and
adapt to adverse conditsons, stresses, attacks, or compromesas on evbar asset(s)

{14} Cyber Security Audit : means an audit to assess the cyber security posture, by a
CERT-In empanebed auditor or any other auditor as may be designated by the Ministry
of Power, Government of Indin through & separaie osder,

{15} Cyber Security Breach: means cyber securnity breach as defined in section (1) of
the Information Teshnology (The Indian Computer Emergency Response Team and
Muanner of Performing Functions and Duties) Rules, 2013,

(16) Cyber Security Incident: means cyber security incident as defined in section Z(1)
of the IT Rules, 2013,

(171 Cyber Security Policy: means documented set of rules, procedure and processes
for protecting information, computer resources, networks, devices, Industrial Control
Systemz and Operafional Technology resources and fo improve the cyber sccurity
posiure thereol,

(181 Cyber Sabotage: means deliberate action(s) to disrupt, damage or desiroy the
mnforimation sysiems, networks, or data processed thersing for malicious purposs(s).
(19} DMstribated Generation Resource: means a generating station feeding elecincity
imto the electricity system at voliage kevel of below 33 kY, and meludes grid-conmectaed
roaftop solar systems.

{20} Electronic Security Perimeter: means the logieal border surrounding [T
systemis} or OT systemis) or both that are electromcal ly connected, within which the
access is monitored and conirolled for protection of such system{sh

{211 Entity : means Generating Companies including Captive Generating Plants, and
Renewable Energy Generating Companies; organization deploving er oparating Enerpy
Storage Systemis), Transmission Licensses; Distribution Licensses; MNoticnal Load
Dispatch Centre (MLDC); Regional Load Dispatch Centers (RLDCs): State Load
Dispateh Centers (3LDCs) Renewable Energy Management Ceonters (REMCs), Power
Exchanges and Ower The Counter {(FTC) platform,

{22) Factory Acceptance Test @ means inspection and static or dynamic testing of
equipment or major component{s} thereof conducted and documented at supplier’s site
or facility 1o estnblish the specified qualification(z) of an equipment or sysiem,

{23) IT System : means the Information Technology system consisting of user
endpoints, network resources, applications, servers and communication components
deploved therein and having a physical or logical connestion with the Cperational
Technology infrastructure,

{24} Obsolete Asset: means an asset declared hy Original Equipment Manufaciurer
(OEM) or Original Equipment Supplier {OES), whose production and services are
discontinued and its support is no longer available, and that asset is not suitable for its
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intended purpose due o lechnological advancement, operationnl changes and may pose
security or operational rsk.

(25) Operational Technology (OT): means programmable hardware or sysizm that
datects or cause changes throupgh the direct monitoring or control of physical deavices,
processes and events.

(26) Protected System: means Protected System as defined in section 2(1) of the
Information Technology {lnformation Security Practices and Progedures for Protected
Syvstem) Rules, 2018,

(27} Remote Access: means an access fo-any cyber asset of an organization through an
external network.

(28} Remote Dperation : means operation and contral of OT systemis) of an Engiry
perfermed from a distant location of such OT system(s)

(29 Self Audit : means en audit by an entity in a financial year to assess its compliance
with all applicable regulations specified in these regulations

{30 Bensitive Information: means the data or information that if disclosed, modifsed,
or destroyed could negatively impact the privacy, integrity, sccurity or operations of an
organization or an individual,

{31} Site Acceptance Test ; means testing conduected at the site of installation to werify
that a system or equipment operates as intended in its final operational environment.
(32} Software Bill of Materials: means a formal record conmining details and supply
chain relationships of various components used in software,

(13 Sub-sectoral Computer Security Incident Response Team : means an entity
designated by the Authority o assist Compuler Security lncident Response Team
{CSIRTY = Power in eyber secority related matters

(34} Technical Criteria Certificate: means o certificare issued to an organization by a
designated certification body, aceredited for, ensunng conformance to cvber security
standards specified by the Government of India,

(315} Threat: means any circumstance or event having the potential 1o exploil o
deficiency and negatively impact the confidentiality, integrity or availability of a cvber
assel ar 1T systam or OT svstem.

(36} Vulperability: means vulnerability as defined in section 2(1) of the IT Rules, 2013,
(37} Vendor: menns Onginal Equipment Maonufacturer, Original Equipment Supplicr,
System Integrator, supplier of hardware or software associated with original equipment,
contractar or service provider, including cloud service provider, and system integator
of Distributed Generation Resource owned by prosumer

(b} Words and expressions used but not defined in these regulations shall have their
respective meanings essigned o them io the Act, Bales and Regulations made
thereunder,
Chapter — 11
Computer Security Incident Response Team (CSIRT) - Power
4. Computer Security Incident Response Team (CSIRT) — Power shall
i1} be ihe coordimating ageney [or reporting and responding 1o cvber security
incidents associated with power sector
(2) be the nodal agency of power sector for analysis, prediction and prevention of
cyber security incidents and dissemination of information thersol
(31 eollect data and information pertaining o any cyber secunty incident from an
entily, including network architecture, details of assets, logs, cyber forensic
records, forensic image, policies and procedures, any other refevant information
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et the form, manner and mode as specified by it

Provided that sensitive datn a5 well as sensitive information collected shall be
protecied against breaches and not be disclosed o any third party withouwt explicin
communication 1o the concormed enfity.

The roles and responsibilities of CSIRT — Power, inter alia, include the following:

(1) Collect and analyze cyber incidents, vulnerabilities and threats related o power
sechor

{2) Predict cyber security incidents, threats and vulnerabilities refnted to power sector

(3} Coordinate and collaborate with CERT — In, Mational Critical Information
Infrastructure Protection Center (MCHPC) and other agencies designated by the
Ciovemment of India in the area of cyber sscurity, 0 resolve the cvber security
incidents related to power sector.

(4) lssue alers, advisosies and guidelines in coordination with NCIHPC, CERT — In
and any ether agencies designated by the Govemment of India in the area of cyber
securily

{5} Create or develop Stendard Operating Procedures (S0Ps), security policies, sub-
sactor specific benchmarks, security controls and best practices for incident
response activitees in consultation with CERT — In, MCIHPC, sub-sectoral CSIRTS,
Electricity Regulmory Commissions and other agencies designated by tha
Crovernment of Indin in the wrea of cvber security,

(5] Proactive measures 1o increase the cyber security awareness through capagicy
building initintives and interventions

(71 Ensure the improvement of cyber security posture of the power sector by cyber
spcorily assessments, ovber security audita, certification andits, seif-andits, third
party audits and exercises, including mock=drills and simulations

(8] Coordinate for lnying down the sub=sector specilic oyber secunity framework,
protocols and rules

{9 Advise the utilities in preparation of their Cyber Crisis Management Plan {CCMP)
and assist them in getting their CCMP vetted by CERT — In.

{10) Ensure that the entity tests and verifies the efficacy of their CCMPF through
seenario-based mock-drills

{117 Coordinate with entity for ensuring the implementation of their CCMP during
netual cyber grisis,

{12) Facilifate and premode Research & Development (R & L) in the domain of cyber
security throvgh collaboration with Industry, Research [nstiutes and Academin

{1 3 Formulation and implementation of measures 1o ensure cvber securily of supply
chain of cyber assets specified by the Government of Indin or the Authority

{[4) Any other functions associpted with cyber security refated matters as directed by
the Government of Indie or the Authority,

The directions of CRIRT — Power, in the matters related 1o cyber security of power
gector, shall be complied with,

The Authority through a separate order may designate sub-sectoral CSIRTs m power
sector for Generation, Transmission, Distribution, Grid Operation and any other sub-
gector, along with their roles and responsibilities, 1o assist CSIRT — Power,
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Chapter — 111
General Cyber Security Requirements
8. The entity shall
(1} designate regular employees of the senior mamagarment a5 Chiel Information
Security Officer (CTS0) and alteennie CISC Further, the entity shall

iy ensure that both the positions of CISO and alternate CISOr shall not remain
wacant at the same time

bl define roles and responsibilities of CIS0 and alternate CISO in accordance with
the Government of India's regulatory framework and relevant guidelines.

&} ensure that the CIS0 reports to the head of the entity
Provided that in case, the Stafe Load Dispatch Centre {SLOC) 5 not an
independent entity, bul part of a holding company or parent company, such
SLDC shall have a sepacate CIS0Y, who shall report to bead of such holding
comgany or parent company, as applicable and shall also have Allemate CISO

iy ensure an emploves s designated as C1S0, For a minimum peried of three (3)
Yelrs

el robe ol the CIS0 s ring fenced 1o the tacks of cyber security related matters only.

1) provide comtacy details of the CISCr and alternate CISO and vpdation therzof in
public domain and communicate such details 1o CSIRT - Power as well as all
imtermnal and external stakeholdars,

g} ensure CISOr attends cyber security training courses for at least five (3) days in
each fineneial year

(2] establish a dedicated Infermation Security Division (150 beaded by CISO, within
India, for denling with all cyber security related matters and the same shall remain
operationul round the ¢lock. Further,
g) the 150 shall be deploved with sufficient manpower
The indicative mintmim manpower of 150015 given in Schedule = 1
by the manpower deployved i IS0 shall have valid certificate(s) of successful
completion of domain specific cvber secarity course(s),
¢y the manpower deploved in ISD shall anend cvber security traiming courses
mssoc igled with Power Sector for al keast five (5] man days in each financial
VEAr.
d) the manpower shall be deploved i (50 for o minimum tenure of three (3}
VIS,
13} have o defined ond documented Cyber Security Policy {CSP), which s upproved
and reviewed annually by the head or board ol the entity, & the case may be.
(43 prepare a Cybee Crisis Management Plan {CTUMEP) in consultation with CSIRT —
Powser, o manage sod recover from oll possible cyber crisis situnfions in shartest
possible lime with mindmum ampact on business operations
Provided that the CCMP shall be vetted by CERT — In and approved by the head or
Board of the entity, as the case may be, prier o 113 implementation and reviewed at least
once [ | in every year,

(3} ensure zeparafion of IT networks containing Critical Information Infrastructure
(I Fromm internet as well as rest of the IT networks,

Provided that in case internct is required for IT networks containing Clls, the same shall
be sourced securely with suitable hardening measures as specified by destunated
apencies of the Government of India.
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(B8] ensure deployment of all required security devices, including firewalls at Electronic
Security  Perimeler (ESP), suech that the deploved security sysiem meets the
requirements of, inter-alia, packet filkering; deep packet inspection; content, user and
application bosed filiering, detection and inspection of encrypled traffic] intrusion
detection and prevention; peo-fencing; fecility for putomatic signature and behavior
updates; wser controlled vpdates; detection, inspection and Tilftering based on signature
and behavioral anomilies,

(71 enzure that any web sarvice or web-based application including website. web portat,
and Application Programming Interfaces (API3), having public sccess, shall be
deployed only after cyber security audit clearance.

Provided that any software update, including patch, i web applications and web
services shell be deploved only afler successful testing and confirmation by veador such
that the subject update is free from any cyber security vulnerability; and risk nssessment
by entity and after ensuring that such update is free from any cyber nsk.

Provided that any software update qualified for prior requirement of eyber sacurity
uuitil, as specified m C3P, shall be deploved only after its cyber security audit clearance,
Provided that all software updates, those not necessitated for prior evber securiny audit,
ghial] be assessed during next cyber security audit.

(#) ensure deployment of all required security devices, including Web Application
Firewall (W AF), such that the deploved security systern for all critical web applications,
identified as per the procedure detailed under TSP, meets the requirements of, inter alia,
detection and Nlering of web based encrvpted traffic; ensuring bidirectional protection;
facility fir automatic signature and behavioral updaies; intrusion detection -and
presention, user controlled system updates; content, userand application based fillering;
geo-fencing; detection, inspection and filtering of encrypted raffic based on signature
and behavioral ancmalies.

{9} identify and segregate systems as critical and non — critical systems, as per the
procedure detailed in CSP

{10 ensure thot remole aceess to evber assers, iF necessary, may be permitted anly for
troubicshooting and smergency requirements, a5 per the procedure specified under TSP,
Provided that such access for the cyber assets associated with won — critical systemis),
may be pernmitted with approval of CIS0, for troubleshooting and emergency
requircments only, ilong with suitable security control measures,

Provided that approval for such access o critical systems or cyber assets thereol may
be gramted after a comprehensive risk assessment 15 condusted along with identification
of effeciive measures thereof and such access shall be continuously monitored o detect
ony uncmaly or unmsthorized awempts

Provided that recerd of risk assessment, physical document of approval and logs wirt
each such access to critical svstem shall be maintained for a period as specified in data
retention policy.

{11 yconduct cyber security awareness program and cvber security exercises inoluding
mock-drills and tablefop exercises, af least onee (1) in every six (8) months

(1 2yensure that sensitive information and sensitive data, incloding such data and
information hosted on cloud, is stored in an encrvpied, secured and profecied
environment and resides within India onlv.

{13} include all cyber security requiremeants as well as applicable cyber sscurity miles,
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regulations isswed by the Government of India and Mon — Disclosure Agreemant (MIEA)
in Service Level Agreement [SLAY with the vendar(s), as specitied under TSP, to ensure
tlee confidentiality, integrity and availability of sensitive information, during their
confract pericd as well as atter completion of such contract period.

Provided that vendors) having eyber or phivsical access or both to the enitical systems,
including manpower of vendor engaged for operation or maintenance or both of such
gystenia, iy be permitted after cantving out personnel pisk ssseazment and mitigative
measures ken thereof along with on undemaking complying with SLA

Provided that in case of any cyber security breach, the entity shall enguire the matier
ad mitiate disciplinary proceedings against such vender(s), including cloud service
provideris], committing cyber security breach,

{14y enzure online and oilline backups of all critical svstem{s) in a separate, safe and
seoure environment, us spegified in C5P

{13 facilitate n comprehensivi cyber security audit encompassing all critical systems,
03 specified under Regulation |8 of these regolations, onee (17 i every Ninancial vear
Bt with & mmemum and maximum gap of nine {9} months and fifteen {157 months,
respeetively, between two consecutive cyber security audits.

Provided that the cvber securily auditing agency engaged by entity shall deploy its
quelified personnel, but exclusive of any manpower deploved for such entity, if any
Provided that no three (3) consecutive such audits shall be carried out by the same
auditing agency or personnel,

(167 ensure that all [T products procured are complied with and tested in sdherence with
the arders igsued by the Government of Tnden.

i1 Tensure compliance with and scquire 130 7 |EC 27001 certificate or Technical
Criteria Certificnte encompassing all critical systems.

Prowided that no four (4) consecutive cemification wedits for the certifleation of 150
27000 ar Technical Criveria Certiffeate shall be carvied ot by the same aoditing agendy
o persaniel

[ [} muintain assel registern(s)
a) far all cyber asgets along with the requisive details ncluding ownership,
hardware, firmware, soltware snd patch as per the procedure defined in C5P
b) recording the details of all critical systems along with the requisite details
including its configuration, hardware, software, network architecture depicting
clata Dows and communication protocals wsed therein
Provided that such repistens) shall be reviewed and vpdated at least once (1) in
every financial year or upon commissioning of any new cyber asser or critical
system, including replacements thereof, whichever is earlier.

(19 maintain Cyvber Risk Assessment and Mitlgation Plon (CRAMPY for all assers
detaibed i cvber assel register, as per the procedure defined in TSP

Provided that CRAMP shall be updated at least once in every six (6) months and
reviewed af least once {0y in every finencial vear and such CRAMP shall be
implemented to manage the valnerabilities, thrents and risks associated thereof

(2liensure that the cyber securily audhit. mcluding wulnerobility wssessment and
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panetration w@sting (% APTY, s carried ol prior i the eemmissioning of any new critical
system, incleding replacement of such system and mannge volrerabilities and risks for
gritical system as per the mechanism defined in CSP

(21) furmish relevant infosmation, including system details and functionality, of all new
critical svstems commissioned, including thoss replaced, & per asset register associaled
with eritical svsiems to the CSIRT — Power within thirty (30} days of such
COMIMSSHONING o replaceinent.

(22} provide the relevant information to NCIPC for identification of CIl and within
gixfy (600 days of an asset being identified as a ClI by NCIHPC, shall approach the
approprintes government for nodifying such assel s a Protected System,

(23} enzwre that CH{s) and Prosected Systemis) are not discaoverable on public platforms,
unless approved by the head or baard of the entity, as applicable, on the basis of business
requirements, eriticality and risk assessment of sich system(s)

(2dyensure that the procurement process mandates inclusion and wverificstion of
necessiry cyber security requirements during the Factory Accepiance Test (FAT] and
Site Acceptance Test (SAT)

(25} ensure that the clocks of all relevant information processing systems within 1T and
OT systemns, as applicable, are synchronized to a reference time source as pravided in
the CSP,

Provided that prior to selection of such reference time source. detmiled oyber risk
agsessment shall be carried out

{261 ensure that all personnel, including personnel engaged by vendors in day-to-day
operation and maintenance of all critical svstems, have mandatorily undergone
designated cyber security coursas pertaining to power sector from training institutes
recognized by the Authority,

{27 ensure that the systems, networks and applications asseciated with physical secunty
ofcrifical svstems are logically as well as physically separated from the network of such
EYELENIS.

{Z8)maintain Incident Response and Recovery Plan, as specified in CSP, 1o recover
froimn cyber incidends and resume normal opervhons. at the coriiest

Provided that such plan shall be reviewed and updated at least once (1) in every six (6)
manths

{20 have surveillance and continuous monitoring of [T sysbkem(s) and OT systemifs), as
npplicable, for identification of threats as well as valnerabilities and |'.-r-:wi.d= incident
response and remediation suppoit thereol

{30%ensura that bops of all secunty devices deployed af ESF are enabled o record
exchange of data and information flowing through such devices

(31 vensure. regular review and updation of rules and policics of perimeter security
dewvices

{32yensure that the IT equipment and sesvices are procured from trusied sources. in
secordance with orders, directions, or guidelines Ezped by the Government of [ndia
from time to fime.

{33)comply with the directions and requirements issued under the Information
Technology Act, 2000 and with all rules and regulations made thereunder, in addition
io these regulations.
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Chapter -1V
Additional Cyber Security Requirements of Entities related to OT

systems.
In addition 1o reguiremens mandnted for entities under the Regulation & of these
regulitions, the Entity shall

{1y ensure physical solation of OT systemis) from internel as well as [T systemis).
Provided thit n ense such isalation, from 1T system{s), is not possible due to business
requirements, such IT and OT interconnection may be permitted, as per the procedure
defined in CSP, with suitable hardened logical separation between OT system and 1T
svstem, on the basis of risk assessment of such interconnection and approval of head
or Board of the entity, as applicable.

Provided that such interconnection is continuously menitored for detection of
makicious activities and corrective measures theresf.

Provided that such approval and logs associated with such interconnection shall be
retained for & peried as specified in data cetention policy,

{21 ensure deplovment of sutable perimeter level cyvber security devices, including
firewall, at point of infer-conngction of OFT systemis) with power system such thar the
deployed security system meets the requirements of, imer alia, detection and filtering
ol OT related protocols as well as waffic; content, user and application based Tilering;
deep packer inspection, intrusion detection, geo-fepchig, wier controlled wpdatés;
detection basad on signamre and behavior! sromalies and Mlering thersaf.

Frovided that the updates, including, signatures for devices forming part of such
security system shall be carried out in offline mode, as specilied in CSP.

(3} ensure that control and operation of power system elements and exchange of
information therenf, including real fime data, shall be over a dedicared communication
channel isolated from the intemet, through perimeter level cvber security devices
mandated under the Regulation %2} of these regulations, and shall be confined 10
national boundarias only,

Provided that for entities having business requirements or cross border power system
elemeants. the exchanpe of information and veal time datn, az identified undee CSP,
may be permitted beyond the pational boundaries through dedicated communization
chanel, isolmed from internet, and along with cyber security devices mandated under
the Begulation 4 2) of these regulations, subject to the condition that such information
and data are monitored continuously to detect any anomaly or unauthorized amempt,
Provided that in case of exchange of real time information and datn associated with
enaf consumers, the same muay be permitted through secured connection, solated from
public secess, subject to the condition that exchange of sensitive information and data
Lthereel over such connection shall be encrypred to ensure its confidentinlity, integriry
and privacy,

{4} ensere that if remote operation is necessary for business reguirements, the same
shall be. within Indin, with the prior approval of head or board of the entity, as
applicable, as per the precedure specified in the TSP, through a dedicated
sommunication channel, isolated from  intemet, having cyber security svsiem
mandated under the Regulation 9(3) of these regulations,

(3} ensure thai all OT equipment, components and pans thereof deploved for control
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and operation of power system shall be complied with relevant fasting standards as
well as orders issued by the Government of India.

(67 ensure th the communication chennel and data of OT system(s) is isolated from
that of IT svstem{s)

(7Y ensure that the OT equipment aid services are procured from trusied sources. in
accordance with orders, directions. or guidelines issued by the Govermnment of India
from time o time,

Chapter -V

Functions of CIS0 and ISD
The CISO and Alternate CISO shall be the ¢itizens as well as residents of India and
shnll possess a degree in engineering or equivalent from a recognized institute, with
nt least fifteen (15) years of experience in domain of power sector or Information
Technology.
Motwithstanding anvthing above, the Authority may specify additional gqualifications
fiar C150 of entity, through separate orders.
Frovided that in absence of C150, the roles and responsibilities of the CISO shall be
performed and executed by Allemate C150.

The CISC shall

(1% bethe nodal officer For all cvber securily relabed mpdlers

{2) coordinate with all concerned stakeholders associated with the cyber security
relnted matters,

. The functinns of the CIS0, with the assistance of the 1502 shall include, inferalia. the

following;

{1} reporting of cyber security incidents within six (6) hours to CSIRT - Power
Provided that in case any ingedent is concluded as a cyber sabotage in critical
systems, the same shall be reported within twenty Four (24) hours

{2) quarterly review of compliances as mandoted in CSP.

(1) implementation of cvber security control messures for eritieal systemiz), os
specified in CSP, to firm up their cyber resilience.

{4} in case of Cll or profecied system, implementation of cyvber szcurity control
measure a5 per guidelines of NCHPC,

{5} acting upon the cyber security related directives, puidelines and advisories issued
by the Govermment of India, the Authority as well as CSIRT = Power

{6) pathering of cyber threat intelligence, its analysis, identification of threat vectors,
assessment of cyber security risks and mitigation measures thereof,

{7} sharing of the detailed report of detected cvbier security incidents, Action Taken
Reports, Root Cause Analysis and other relevant information with CSIRT — Power,

(B} redention of all cyber security related data, information and documents in the
manner, form ond period as specified in data retention policy

(9 custody of all documenis specified in the Schedule = [1 of these regulations

{ I 0)ensuring the updation of firmware and software of afl eritical systems, with paiches
digitally signed by QEM, as provided in C5P.

{1 1 yensuring the storage of lags of all [CT systems and logs as well ns forensic records
pertaining to cyber security incidents for the period, as specified in C3P

{1 Zyproviding required information, inchedieg allocated, used and unuzed public [Ps,
with CRIRT — Power
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{13} ensuring random festing of day-te-day operations of critical systems for being in
conformance with its TSP and cormective measures thereof, if necassary.

{14} prepare a procedure to facilitate remote access to eyber asseis associatesd with nen-
gritical system(s), for troubleshooting and emergency requirements, including
suilable security controls required and process to grant approval for such aceess

(1 3pprepare a procedure, as specified i CSP, 1w facilitate safe ond secure remote
aperation of OT svatemis) and updation thereol

[ 16}ensure (he development, implementation, review and updation of CRP, CCMP,
datn retention polxy and backup policy.

(1 7jensure the preparation, updation and review of Asset Registens) for cyber sssets
and critical systerms as well s CRAMP

[ 1Riensure synchronizabon of all IT systems and OT systems 1o the reference time
source, us specified under CSP

Chapter-V1
Cyber Security Policy

. The CSP shall be aligned with the Business Continuity Plan {BCP) of entity covering

OT as well as 1T environment, as applicable, and the same may inclede

(1) defined purpose and scope along with all applicable ¢yber sscurity requirements
and compliances thereol,

{2) for entities having Protected Systems, provisions ensuring alignment with
MCHPC guidelines and control reqguirements.

i3y defined roles and respongibilities of relevant internal and external stakeholders
(4} delined procedure 10 prepare cvber asset register, consisting of all cvber assets
and classification thereof on the basis of their criticality and risk identified in CRAMP;
and update such precedure; for defailed visibility and manngement ofall cvber assaers.
(3} defined procedure o identify all systems and classify such systems as critical
syvatems. on the basiz of a defined criternn considering their impnact on the BCP; as well
s record detnils of such systems in o register

Provided that such procedure shall be reviewed and updated af least once (1) m every
financtnl year

(&) defined procedure for CRAMP to identify vulnerabilities and threats against ¢ach
eyber asset and riskis) associated thereof, control and mitigatkon measures in
commensufation with eriticality of such risks and implementation thereof

Provided that such procedure shall be reviewed and updated g l2ast ance (1) in every
Financial yeur,

(7) defined mechanism to manoge the vulnerabilities and risks in critical systems by
timely idemtifving deficiencies and threms in such svstems, ineluding receipt of
asaotiated information from termal ond  external sources, anolysis of such
infermation, risk assessment and maenagement thereof,

Provided that such mechanism shall be reviewed and updated at least once (1) in every
financizl year or upon commiszsioning of any new critical system, mcludmg
replacement thereof, whichever s earfier.

{8} procedure 1 identify and report cyber sabotages in critical systems, including
receipt of such information from internal & well as external stakeholders

{9 defined [ncident Response and Recovery Plan detailing list of all incidems, risk
analysis and risk-based incident specific response plan for effective and rimely
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restoration of affected systemis)

{1 0mechanizm for randem testing of day-to-day operations of critical system{s), for
being in conformance with applicable policies, rules and regulations issued by CSIRT
= Pawer and other agencles designated by the Government of India in the arca of cyber
HECUFity.

Provided that such festing shall not interropt the operations and functionality of such
systems and safety thereof,

(111 Aceess Contro] mechanism 1o critical systems and cyber assels associated thereof,
applications having public access, sensitive information and sensitive data, for user
Access Management on the basis of Authentication, Authorization and Accounting
crilecia and criticality thereof

Frovided that a detailed procedure may be laid down o resirict the pliysical and logical
access to documents and records spesified under dita retention policy

(121Personme] Risk Assessment progess o fdentify risks associated witly personinel
deployed by vendor, having authorized cyvber or physical scoess to critical system(s)
nnd nssets associated thereof or engaged for Operation ar Maintenance or hoth of such
systemis], on the basiz of thewr reles and responsibilities, including change in such
rales and responsibilities; and motigating measures thereof,

Frovided that, for the employess, engared in day-to-day O & M or having authonizad
cyher or physical access to critical system{s) and asseis associated thereof, personnel
risk assessment shall be carried out, on the basis of their roles executed and duration
of deployment m such entrusted thsks, affer their fermination, resignation and
superannuation from their employment

{13 ymechanism to ensure that all access pomts o critical systems are secured
phiesically mnd monitored continueusly and also such acoess s restricted Tor pliysical
protection of these systems and cyber assets associated thereof,

Provided that in case of a perceptible threat of physical damage 1o any of these syafems
or assais therenf, the physical access granted to any individunl for such systam or asset
may be revoked.

{14)Cyber Supply Chain Risk Management process (o identify and assess cyber
security risks associated with supply chain of critical systems and services thereaf
along with miligative measuras.

{1 5)defined procedure for remote access to cyber assets, along with the details of
authorization 1o grant approval for such access on the basis of their criticality. such
that the zuch access is safe and secured through suitable conieal measures including
minimum duration with least privileges, multi-fetor authentication and geo-fencing
(16)defined procedure for remote operation of OT systems, o meel the busingss
recuirerment, on the basis of assessment of cyber risks associated with such operation
and mitigation measures thereaf,

Provided that such procedore shall be reviewed and updated once (1) every vear or
upon any change necessitated to mest business requirements, whichever is earlier

(1 Tydigital Data Protection and Privacy Policy in line with applicable Rules and
Regulations issued the Govermment of India.

(18)defined backup policy to ensure that online or offline backup data or both, as
applicable, of all critical systems is up to date, but not obder than o month, and retained
i @ separate and safe environment for the period as specified in the data retention
policy.

Provided that the backup policy shall be reviewsd and updated at [2ast once (1) in
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every Nancial yvear and ensure that the integrity of buckup date and i restoration is
tested such that the same meets the requiremenis of BCP

(1%} defined mechanism to ensure storage of sensitive data and its backup, a5 well as
ils transmission over dedicated communication channel or intemet, is encrvpied o
engaire its conNdentialinty, imegrity and mvailability

Frovided thot in case encryplion of cerlain sensitive data is not feasible due to business
requirements, the same, in unencrypted form, moy be permitted over a dedicated
communication chanmel,

f20annual evber securily traiming program for copacity development of all personnel
having authorized cyber or physical ‘access or bath 1o critical system(s) and assets
associated thereof

(21} Internet Access Policy 1o monitor and restrict the interiet traffic o ensure deffned
and authorized use only

(22} phase oul plan for obsolete cyber assets as well as those assets nearing end of
useful life and management thereof along with their safe and secure disposal.

(23} plan for collaboration with industry, stakeholders and scademia 1o promote | &
I mctivities in the domain of cyber securily

Provided thot scope and assets for such collaboration may be identitied after carmving
out detniled risk assessment and such collaboration shall be effected after signing of
MDA

(24 define a criterion to claasify the software updates, ncluding poiches, in eritical
systems, in1o 1w ctegories;

i) @ software update that qualifies for reguirement of prior cyber security nudit before
i3 deployment, ond

by a sofiware update that does not require prior eyber security audit before its
deplovment but necessitates such assessment in mext cyber secunty audi,

The indicative list of software vpdates, which reguires prier ¢yber secunly audit, is
provided af schedule = 111

(23 pdelned Chanpe Management process 0 record changes mmplemented in all
critical systems and to ensure that planned changes on such systems and cvber assats
associated thereof are controlled.

Provided that such process shall ensure that software updates, including patches,
quadified for prior requirement of eyber security awdit shall be version controlled along
with proviston of rell-back.

Provided that the updates, including patches, in OT systemi(s) shall be digitally signed
by OEM and such updates may be deploved In offline mode, after their risk assessment
and successful testing m simuleted environment. However, in case digital signatuse of
(2EM is not available for any patch, the source and authenticity of such pateh shall be
verified.

(200w imschanizim w Feilinale siornge ol bogs and forensie records as mandnted in data
retention policy. in a sote nnd secured environment.

[27) 0 procedure to sebect a time source, after Bssessing its associated cyber risks, for
synchronizing all processing systems of 1T and OT envirenment 1o such sourge,
Frovided that the reference time source selecied for OT system(s) shinll be independent
of internet

128 defined procedure for Iogical separation of OT system{s) from 1T system{s) to
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ensure safe and secure operation of both IT systems as well as OT systems
Provided that the identified data and information shall Mow unidirectional anly,
{29 defined procedure to identify and clessify the data as well a5 information,
including real time data, permitted to be communicated beyond national boundaries,
on fhe basis of risk assessment and business requirements
{307 defined procedure o identi By web applications along with a eriterion o elassify
such applications as critical web applications, on the basis of their impact on business
operations and continuiry
(31 defined procedurs Tor safe and secure disposal of out of service or obsolete oyber
assel(s) and data stored therzin
{32} defined procedure for safe and secure disposal of sensitive data and sensitive
in formation
(31) date retention policy specifying manner and form of retention of various
documents and records as well as data and information including,
a} backup of data of critical systems;
b record of logs. risk assessment and approval thereol for each grant of remote
access to critical systems;
¢} logs and gramt of approval associated with interconnection of OT systemn with
IT system
d) evher security doacumnents inefuding corificates of cylber security tests, FAT
and SAT results, cyber szcurity audil reports and other documents as mandated
by the Government of Tndia
2} record of changes. including software updates and paiches, implemented in
critical s¥shems

Provided that the data retention policy shall be reviewed and updated o1 least once (1)
in every financial vear and the data, information and documents shall be retained 1o
s ure
a) i beast Inst twe () waorking dara backups ane available;
b) risk assessment, physical record of grant of approval and logs w.r.t each remate
access to critical svstem(s) are available for at least one (017 year
¢} reports of FAT and SAT are available throughout life of cyber asset;
d) record of risk assessment for remote operation in OT environment along with
approval received thereol are available for ol least ane (1] year
g} cyber security swdit reports of last three (3} vears are available
f) certification audit reports of |ast four (4) vears are available
@) self-audit report of last three (3) years are available
hY lops of all [CT systems, interconnection of OT system with IT system 2nd
forensic records are available for a period of 180 davs
i} the logs nssoctated with on ingident, inclsding logs periaining io | ED diys prioe
and post to such incident, are availahle for atleast 365 days from ocourrence of
such incident

Frovided that the access to such information, data and dogumenis may be restricied o
authorized persons only, on the basis of procedure defmed under aceess cantrol
mechanian.

Provided that the Autharity may, theoiagh separate orders, include any other docuiment
and specify any ather manner, made and peciod Tor retention of documents under data
retantion policy.
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Chapter-¥1I1
Cvber Crisis Management Plan (CCMP)

14, The CCMP shall

(i)

(2}
(3}

(4

include detmiled Standard Operating Procedure (SOP) to detect and identity all
incidents, criteria to classify an incident as a crisis and list of all possible crisis
SCEMIrios;

identify stakeholders along with their roles and responsibilities for all possible
erises and commumnication of such roles as well as responsibilities thereot:

include manner and mode of communication with internal a5 well 85 external
stakeholders, for close coordination, during the crisis

inchede mitigative megsures to minimize the impact and recover from crisis af the
earliest

i5. The entity shatl

(1
(23

(3}

ensure availability of all essentinl communications with relevant interl and
external stakehobders during cyber crisis,

test the efficacy of COMP at least onee {1 in every vear through exercises and
mock drills for selected scenarios out of all identified crisis scenarios specilied
under i

Provided that the selection of scenarios in any year shall nor overlap with the
scennrios tested and verilied earlies, unless the cycle of all listed scenarios has
bezn completed for testing and verification.

prepare a defailed report of each actunl crigis handled and recovered along with
experience gained, kessons leamt, feedback received, lapses obszarved and proposed
measures thereol

Provided that the relevant information, - including brief about actual crisis, is
handling and takeawawvs shall be shared with CTSIET - Power and other
stakeholders for collective improvement of cyber security ccosystem of power
SECi0r,

Prowided that the CCMP shall be updated by incorporating qualified observations
of its gwn and that of other stakebolders to improve its cyber security postung,

Chapter-VI1II
Cybersecurity Heguirements for Vendor

14, The vendor shall

in

2)

(3)

4

(3

provide documented and tested procedures as well 1s recovery plan to the entity,
for restoration of systems supplied by them from potential cyber crisis scenarios
ensure security pidches and updates for all systems as well as components suppliad
by them are available to the entity throughout their contract period or useful life of
such system(s), whichever is later

provide detailed document, 1o the entity, consisting of all requirements and
processes, imcluding security patches os well as updates required to be instalbed on
the third-party components, to infegrate a component or sub-system supplied hy
ke

provide details of end of support or end of life of software, hardware and system to
the entity, as appliceble, supplied by them, including those sourced from third
parties

provide Software Bill of Materials (SBoM) w the entity, sz per CERT-In
guidelines, comprising detailed list of all software components supplied by them
for applications, including firmware, deploved in critieal systems.
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|7, In the case of Distributed Generation Resource(s) of prosumers, it shall be the
responsibility of vendor to

{1} ensure that any application, associated monitoring and control servers, and the real-
time data of such systems. mcluding any data or information hosfed on clowd
platforms, be stored in an encrypred, secure, and protected environment, and shall
reside exclusively within India.

{2} ensure that all remote control and telemety communications between grid-
connected devices, applications, aggregators, and distribution licensees, wherever
real-time communication takes ploce. shall mandatorily be caried out theough
secure, authorized, authenticated, and encrypted channels,

{1} provide such information as may be reguired for the pumpose of verification of a
trusted source, in accordance with the orders, directions, or guidelines issued by
the Government of India from time wo tine,

Provided that this Regulation for the existing Distributed Generation Resource(s) of
prosumers shall come into force on such date. &s may be specified by the Authority
through separate order,

Chapter-IX
Cyber Security Audit
| B. The eniity shall ensure that

(1) cyber security audit shall be conducted, & per scope detailed ineyber security andit
guidelimes and directions isseed by CSIRT — Power and other eyher security
mgencies designated by the Government of [ndia,

(21 the scope of cyber security audit shall also inclede verification of closure of all
pudit findmgs idengified in the previows eyber security audit

(31 the asditor submits itz ovber security audit repart within six [6) weeks of iz
commencement and all eritieal and high-risk vulnerabilities shall be addressed
within a period of ope {1} month and medium as well a5 low risks vulnerabilities
within o period of three {3) maenths fram the dafe of submission of cyber socurity
il report by the suditor,
Provided that appropeiate compensatory controls shall be deployed to contain
eritical and high-risk vulnerabilities, till awdit clearance of such vulnerabilitics

19, CIS0 shall review the audit compliances and ensure that the awditer shall submit its
cyber seourity asdit closure repord within six (6] monthe from commencament of
cyber security audit.

20. CIS0 shall report major audit findings, including critical and high risk vulnerabilities,
observed incyber security audil elosure report along with any non—eompliances with
respect fo eritical systems o the head or board of the entity, as the case mav be.
Provided that C180 — MoP may ask for audit closure report of any entity at any peint
of time for examination and, if need be, after secking written clarification, with prior
approval of the Government of [ndia and prior notice to such entity. may appoint a
third-party auditor for verification of audit compiiances, the cost of which shall be
boarme by entity,

Provided that in case findings of thied party audit are in variance with the ohservations
ol cyber security audit closure report, CISO - MoP may take further nocessary action.
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Chapter-X
Miscelluneous

21. The entity shall conduct self — audit to-assess its complianee with these reguliions in
a financial vear and subimit a complnce report thereo! detailing List of all applicable
regulations, compliance and repscns for non —complinnee, ifany, 1o the C150 - MoP
by 30" Jume of next financial year.
Provided that, for evbersecurity and compliance with these regulations, the bead or
board of the crlity as the case may be, shall b responsibie.
Provided that the entity shall address the non-com pliances in a time bound manner and
ensure that oll such non-compliances are addressed before self=audin scheduled in next
financial year.
Frovided that CI50 — MoP. based on the facts available of reported by any individual,
may examine complinnoe repor of any entity and afier seeking written clarification,
with prior approval of the Government of India and prior notice to such entity, may
appoint o third party suditer to verify claim made by the entity, the cost of which shall
be borne by such entity.

22. In specific cases, after seeking written clarificationds) and examination thereof, CISO
MoP may recommend the Government of India, for initiation of appropriste
proceedmgs onder relevant provigions of 1T Act, 2000 or file & petition befors
appropriatz Commission for proceedings under section 142 of the Electricity Act,
2003,

23, Power to Relux
The Authority thiough an ondér, for reasons 1o be recorded in writing, may relax ony
ol the provistons of these regularions on its own motion or on an application made
before it by an imerested person 1o remove the hardship arising oul of the operstion of
amy of these regulations, applicable 1o o class of persons

24, Power 1o Remaove DNiliculiy
If any difficulty arises i giving effect o the provisions of these regulations, the
Authority may, on its own motion or on an application made before it by the interested
person, by order, make such provisions not inconsistent with the provisions of the Act
or provisions of other regulntions specified by the Authority. a3 may appear o be
necessary for removing the difficulty in giving effect 10 the objectives of these
regulotions,

AXXXEK
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Schedule -1
Indicative mimimumm manpowser recquired for 150
I. 04 {Four) officers or officials inchading CIS0 and Fowr (04) officers or officials for
shifl aparatian:,
2. Besides these officers or efficials, additional ¢fficers or officials may be placed to
assist CISO0 in discharging duties mentionad in the Chapier V.

Schedule = I1
The following decumnents and informatien shall be retained
l. Cyber Security Policy (CSPY along with documents and procedures listed therein
2. Cyber Crisis Management Plan {CCMP)
3. Data Betention Paelicy and all docuiments and information listed thereunder
4. 150/ 1EC 27000 Certificate or Technicnl Criteria Certificate
5. Assel repisten(s) for evber assets and eritical systems
. Cyber Risk Assessment and Mitigation Plon (CRAMP)
7. Ineident Response and Recovery Plan
8. Cyber Security Incident Response and Reeovery Plan
U, Software Bill of Material

Schedule 1T

The indicative criteria for software apdates reguiring Prior Cyber Scearity Andii
Software updates including modifications and enhancaments Lo applications, websites,
web portals, and associated systems meeting any of the following criteria shall
mandatorily require a successful cyber security audit prior to  deployment:
I, Critical Svstem Impact: Updates that affect core operational processes, such as
energy  generation, fransmission, distibution, or load management, wherein
vulnerabilities could compromise the functionafity or reliability of critical
infrastruciure.

2. Access Control Modifications: Updates that alter user authentication, suthorization
mechanisms, or adminisirative privileges, including those involving identity
AnEEment Sysems or access control palicics.

3. Integration with Third-Party Systems: Updates invalving integration with external
gyatems, applications, or third-party services, especially those that exchange sensitive
data or enable cross-platform communicaticn,

4. Seeurfty Protocol Changes: Updates introducing changes to encryption standards,
data transmission profocoks, or other security-related configurations that could impact
the protection of sensitive information,

5 Introduction of Mew Features or Interfaces: Updates adding significant new
fenctionalites, user interfaces, or APs that could present potential altack surfaces.

6. Resolution of Security Vulnerabilitles: Updates addressing previously identified
Critieal and  High impact vulnerabilities, where an incomplete or improper
implementation could exacerbate security risks,

7. Incident Response and Monitoring Systems: Updates affecting systems or tools
refated (0 oyber security monitoring, ingident response, or log management, whergin
ity disruption could hinder the ability to detect or respond to threats effectively.

& Reform or Regulatory Mandoated Systems: Updates impacting systems subject o
regulations or pursuant 1o reforms programs of appropriate government.

L L L]
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